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Stealing Music 
 
The FBI recently raided the computer command center of the Deer Valley School 
District in Phoenix, AZ, as part of a sting operation to crackdown on illegally 
pirated music, software, and movies. The Operation Fastlink investigation 
involved 120 sites, 27 states, and 10 countries and was intended to dismantle 
groups that share copyrighted materials online though peer-to-peer file-sharing 
networks. U.S. Attorney General John Ashcroft implied that the Department of 
Justice's new effort to focus on copyright enforcement may continue to target 
school districts (House et al., 2004). This implication and the aggressive pursuit 
of lawsuits against college students for illegal file sharing should make principals 
give some serious thought to preventing illegal file sharing at school ("Students 
at 21 Universities," 2004). 
 
Copyright Basics 
 
Copyright law gives the owner of a creative work the exclusive right to 
reproduce, adapt, distribute, perform, and display his or her work. Generally, 
two copyrights apply to recorded music: a copyright for the musical composition 
(i.e., the lyrics and the notes), which usually belongs to the songwriter, and a 
copyright for the recorded performance of the song, which usually belongs to a 
record company. In general, the copyright for the musical composition will last 
the life of the composer plus 70 years, and the copyright for the sound recording 
will last 95 years. Music may be copyrighted regardless of whether it contains a 
copyright notice and regardless of whether it has been registered with the 
Copyright Office. 
 
The general principle that a copyright owner has an exclusive right to reproduce, 
adapt, distribute, perform, and display his or her work has some flexibility. 
Under the first-sale doctrine, the purchaser of copyrighted material may resell or 
give away the copy of music that he or she bought or make a copy of the CD for 
personal use. The fair-use doctrine allows copyrighted materials to be used 
without permission for a number of purposes, including teaching, under fairly 
narrow circumstances. Finally, the owner of a copyright may grant others 
permission to reproduce, adapt, distribute, perform, and display his or her work. 
 
Violating copyright law is not cheap. Penalties range from $750 to $30,000 for 
each infringement. If the infringement is willful, the penalty increases up to 
$150,000 for each infringement. However, copyright cases often settle out of 
court, and plaintiffs do not pay nearly this amount in damages. 
 
When Is It Illegal? 
 
Not all file sharing is illegal; sharing copyrighted materials without the 



permission of the copyright owner is illegal. A user who is fde sharing is 
essentially making a copy of a song available for others to copy (uploading) or 
making a copy of music someone else has made available (downloading). 
Copyright law gives the copyright owner the exclusive right to distribute and 
copy music. Users who make music available for others to copy or copy music 
themselves through file sharing are violating copyright law if the materials are 
protected by a copyright. A number of Web sites provide good information 
about when sharing music violates copyright laws: www .riaa.com 
/issues/music/downup_faq .asp; www .pro-music.org/copyright /faq.htm; and 
www.musicunited.org /2_thelaw.html 
 
What About Napster? 
 
Napster was the first generation of file-sharing software. To search for files, 
Napster supplied software, a search engine, servers, and a means of establishing 
a connection between users' computers. Napster also maintained a searchable 
central database for songs. A group of record companies sued Napster under a 
number of copyright theories, including contributory copyright infringement, 
and won. To win the contributory copyright infringement claim, the record 
companies proved that Napster knew its users were infringing on copyrights and 
that it materially contributed to their infringement. The court found that Napster 
materially contributed to the copyright infringements because Napster provided 
"site and facilities" for copyright violations by the way it was designed (A&M 
Records v. Napster, 2001). 
 
Another record company sued the second generation of file-sharing software 
(i.e., Grokster and StreamCast) for contributory copyright infringement and lost. 
The products offered by Grokster and StreamCast were different from Napster 
because they did not maintain a central database of music or were not materially 
involved in the process of users connecting to the respective networks, selecting 
files to share, sending and receiving searches, and downloading files. In the case 
of Grokster, "supernodes" not controlled by Grokster perform those functions. 
The court found that Grokster and StreamCast did not provide the "site and 
facilities" for illegal file sharing because, unlike Napster, if these companies 
"closed their doors and deactivated all computers within their control, users of 
their product could continue file sharing with little or no interruption" (Metro-
Goldwyn-Mayer Studios v, Grokster, 2003). 
 
Why cases Against Students? 
 
The music industry, realizing that it could not successfully sue file-sharing 
software companies, have turned their attention to suing those who are actually 
engaged in illegal file sharing. College students are likely to share files more than 
other demographic groups because popular music is geared toward them, most 



have access to computers and high-quality computer networks, and they are (or 
claim to be) poor so they have likely been the targets of these lawsuits. When 
discussing a $15,000 settlement a Michigan Technological University student 
made with the Recording Industry Association of America (RIAA) after he 
allegedly ran a program that allowed students to trade thousands of songs on the 
university's network, a spokeswoman for the university said, "The RIAA is not 
going after someone's Aunt Gertrude for downloading music on a modem. We're 
full of people who are 18-21, computer literate, really like to listen to music and 
who have massive bandwidths from which to download" (Kurth, 2003). 
 
If college students are illegally downloading music, it is likely that high school, 
middle level, and even elementary school students are also doing so at school. In 
fact, the first person sued using this logic was a 12-year-old girl who was sharing 
music over the Internet at home ("Girl, 12, Settles," 2003). A recent poll conducted 
by the Business Software Alliance (BSA) of about 1,100 students ages 8-18 
revealed that 13% of student are most likely to download music, games, movies, 
or software without paying for it (Business Software Alliance, 2004). 
 
Lessons for Districts 
 
Students rather than universities or school districts have been sued for illegal file 
sharing, parents and the general public expect schools to prevent students from 
engaging in illegal activity while on school grounds. Thus far, it does not appear 
that schools have done a very good job of teaching students about what 
constitutes a copyright violation. For example, the BSA survey indicated that 
although 88% of students surveyed know that music is protected by copyright, 
53% admit to downloading files. Only 18% of students surveyed indicated that 
they learned about copyright law from a teacher or another educator (Business 
Software Alliance, 2004). 
 
On the other hand, universities have gone to great lengths to prevent students 
from violating copyright law. For example, some universities have blocked 
Internet sites that allow students to share music, some have sought to educate 
students about copyright law, and some have increased discipline for violations. 
Penn State has gone as far as to offer students a service that enables them to 
download songs and burn them onto CDs for 99 cents per song ("Perm State 
launches," 2004). If K-12 students get sued for illegal file sharing at school, 
parents and the general public are going to look at the efforts of universities and 
ask why their district did not do more to prevent students from illegal file 
sharing. 
 
Can Schools Be Sued? 
 
When students file share, districts cannot be sued for directly infringing on 



copyright because districts themselves are not doing the infringing. However, 
there are at least two indirect copyright infringement theories that districts could 
be sued under: contributory infringement and vicarious liability. Contributory 
infringement has two elements: A school district would have to know students 
were infringing on the copyright and would have to materially contribute to 
their infringement. Vicarious liability also has two elements: The district would 
have to have the right and the ability to control the infringement and receive a 
financial benefit from it. 
 
It does not seem likely that a school district would be liable for vicarious liability 
because districts gain no financial benefit from file sharing. It is more likely that a 
district could be liable under a contributory infringement theory as districts 
provide students with computers, access to the district's network, and so on. 
However, the Digital Millennium Copyright Act protects school districts from 
contributory infringement and vicarious liability claims by limiting the liability 
of online service providers, including school districts, that engage in certain 
activities: transitory (mere conduit) digital network communications, system 
caching, information residing on systems or networks at the direction of users, 
and information location tools. 
 
To limit liability, districts must notify the user of infringing activities and remove 
or deny access to the infringing materials when they are notified of a copyright 
infringement. Also, districts that have information residing on systems or 
networks at the direction of users must designate an agent to receive such notices 
by registering with the Copyright Office. Some universities receive as many as 
500 complaints of copyright infringement a month (Kurth, 2003). To ensure that 
districts fall under the "safe harbor" provision of the act, they should respond to 
complaints of copyright violations according to the requirements of the act. 
 
What Should School Districts Do? 
 
Districts have a number of options that improve copyright compliance. For 
example, they may adopt a policy to address the issue and enforce it, educate 
students, or use technological measures to limit or block file sharing-or use a 
combination of these measures. Examples of specific measures include: 
 
* Have a policy that covers copyright violations and deals explicitly with the 
illegal file sharing of music, videos, and software and ensure that students have 
read and understand the policy. 
 
* Update the policy regularly and discipline students who violate it. 
 
* Supervise students closely while they use computers. Also, teach those who 
supervise students while they use computers to recognize when students are file 



sharing. 
 
* Undertake a massive education campaign: distribute brochures, create a Web 
site dedicated to copyright infringement, make copyright infringement part of 
every grade's curriculum, and so forth. 
 
* Determine what your district is doing in terms of using technology to stop 
illegal file sharing and then determine whether it is doing enough. For example, 
districts may block Internet sites that enable students to trade music. Districts 
may also eliminate peer-to-peer file sharing entirely through network 
management tools. Software that "chokes" the amount of data that flows in and 
out of a computer is available. Districts can also monitor and limit the amount of 
data students can send or receive over the Internet each week. 
 
No Free Lunch 
 
The prevalence of illegal file sharing among students can only lead to the 
conclusion that illegal file sharing is a socially accepted practice. Unfortunately, it 
is also often an accepted practice at school. As Jim Hirsch, associate 
superintendent for technology at the Piano Independent School District in Texas 
said, "I believe students understand the concept of copyright, but have few 
models of appropriate behavior to follow. Xeroxing of printed works, 
videotaping, "TiVo'-ing, ripping CDs, scanning, et cetera, are all techniques used 
in the workplace and at home by adults-which provides the illusion of 
appropriate use" ("Study: Most Kids Admit," 2004). 
 
Changing students' attitudes on copyright infringement may be hard; but as 
numerous universities can attest, with a little effort it is possible. 
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Questions to Think about for: 
Stealing Music  

 
1. What are the main points made in this article about music and the 

Internet? 
 

2. How does copyright work? 
 

3. What about file sharing makes some of it illegal? 
 

4. Why have students been targeted in the fight against stealing music? 
 

5. What is the impact that students behavior in this matter might have on 
their schools? 



Top 10 crimes that you may be 
committing on a daily basis and getting 

away with  
(or you have probably committed at least once before and got away with it)  

 

10. Indecent exposure 

9. Trespassing 

8. Loitering 

7. Underage drinking 

6. Public drunkenness 

5. Jaywalking 

4. Littering 

3. Pirating software 

2. Stealing music or movies on the Internet 

1. Speeding 


